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6.Preventive measures to be taken

in Cyber Space

« Don't give your personal details of where
abouts : Don't post specific personal
information online, such as travel dates,
location and time of the movie you plan to
watch, evening classes that you take etc.,

* Keep contact information private : Beware
of strangers.

« Friends : Better avoid strangers as friends
whenrequests arereceived.

 Don't share your personal information
irrespective of genders as they may post
abusive/indecent messages when the
relations are strained with them.

Be aware of following risks

Spam

As we all know that spam is usually unwanted e-
mail advertising about a product sent to list of e-
mails or group of e-mail addresses. Similarly
spammers are sending the unwanted mails or
messages to the billions of users of social
networking sites which are free; and is easily
accessable by spammers to gather the personal
information of the unsuspecting users.

Always use updated
spam-blocking software.

Scams

Online scammers generally send an e-mail or
message with a link to the user which ask for the
profile information and tells the user that it
would add new followers.These links sent to the
user would be similar to applications, games etc.
So whenever the user post his details in the link
then the details will be received by scammers and
information would be misused.

Malicious applications

Malicious application might come through
different application while using or installing
software. Similarly, if we click on links in the
social networking any application starts the
installation process or link to view the video, etc.
In order to fulfil its intended operation the
application requests for some elevated privileges
from the user like access to my basic information,
update on my wall, post on my wall, etc.

Clickjacking
Generally, clickjacking is a malicious technique of
tricking Web users into revealing confidential
information or taking control of their computer
while clicking on seemingly innocuous Web
pages. Vulnerability across a variety of browsers
and platforms, a clickjacking takes the form of
embedded code or script that can run without the
user’s knowledge. The same is followed in the
social networking domain. The objective behind
such an attack is that users can be tricked into
clicking in the links, icons, buttons etc, which
could trigger running of processes at the
background without the knowledge of the user.
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Phishing

As we all know the phishing attack is creation of
fake site just similar to original site. Similarly
these days even social networking phishing has
come in different flavours just like phishing
attacks on banks and popular trading websites.
Social networking phishing has come up with
fake mails and messages like offering some
specialized themes, updating the profile,
updating the security application/features etc. In
order to see the updates the user needs to follow a
link and log in, through which the credentials are
taken by the attacker. The linked page is a fake
copy of the original login page, focused on
stealing user account credentials.

Be aware of
~ phishing
kv e-mail scams

Guidelines:

« Don't give or post any personal information
like your name, address of the school / home,
phone numbers, age, sex, credit card details.

* The information which was posted by you in
online can be seen by everyone who is online
because internet is the world’s biggest
information exchange tool. Many people who
are having access to the site which you are
using can access your profile and get all the
information what you have posted. The
persons who is having access to your profile
may include good persons like your friends,
parents, teachers and bad persons like
strangers.

« Be aware that the information you give in the
sites could also putyou atrisk of victimization

« Never give out your password to anyone other
than your parent or guardian.

« Change your password frequently, and avoid

clicking links that purport to send you back to
the social network site. Instead, type the site’s
address directly into your browser (or follow a
bookmark you’ve previously saved) to get back
toyouraccount.

When you are choosing a Social Networking
site, privacy issues should be considered.
While accepting the friends on Social
Networking sites, be selective. Only add people
as friends to your site if you know them in real
life.

Never meet in person with anyone whom you
met on Social Networking site because some of
the people may notbe who they say they are.
Take your parents permission if you want to
meet the person whom you met in the
networkingsite.

Most of the Social Networking web sites
enabling users to set privacy controls for who
has the ability to view the information.So try to
use such facilities.

Do not post anything which harm to your
family credibility.

Never post photographs, videos and any other
sensitive information to unknown persons in
Social networksites.

If you think that your social networking
account details have been compromised or
stolen, report your suspicions to the
networking site support team immediately.
Never respond to harassing or rude comments
which are posted on your profile.

Delete any unwanted messages or friends who
continuously leave inappropriate comments
and immediately report those comments to
the networking site.

Do not post your friends information in
networking sites, which may possibly put
them at risk. Protect your friends by not
posting the group photos, school names,
locations, ages, sex...etc.

Avoid posting the plans and activities which
you are going to do in networking sites.

Check the privacy settings of the Social
Networking sites and set the settings in such a
way that the people can only be added as your
friend if you approve them also set the settings
in such a way that the people can only view
your profile if you have approved them as a
friend.

20 CENTRE FOR DEVELOPMENT OF ADVANCED COMPUTING




o D KRS IIBI00D 3HEod 1 HOSrEre b0,
DBy B3e50e0%d béoéozsg ISR o s S SU IS VsTor SN
%@ DB B , 3"0‘5&0@ DB boﬁo@ 52 00 IDEI0e
aSory D KRS IDsIwed  edgs &
JREETES.

¢ D HEAS  IDEIv0H  SIREIOT  &oSod
503050508 F70E’ el .

¢ YIrBie JBBAIO T HEe& JIrdn TEE
DHBB00H $o0650 D HEAS ISEINO[ FByeos
BB, 80506, Jowogred  BEIIYPHE  S3720W
BB BBPFES HoBFINOD JoHHBY.

£08 HIS 008’ eo,d

Jy0:

5o wobd DBH DY) KaBoD B g-MonEdKHL dor
-0 K78y Do) I8 g-owd $BeoS oo
word )28y Eree 9dI58 3-andy B &Dd FPIE
ASHYoh ey D IAIBrAoB TR DY,
AIBFRTBI08),  F)DLEY,  DoForr I8 ENS
BITEI0R 380D JoBoT)Bo.

WAGEES I1F Yo-2 8o
&"&1355 DQ ))5® &I AoSocs.

P & 89 IYWby , NBrRTEeR T
FESGD  wF 3T KRS ISBIved
e9CE0ST  Doko&’ &) 3-wond 8o JodFINOH
SoR@Eo. B8 Dokoen 28Ry, ARy BRIFLNH0e
TRIOT oI O, AP)ET  DAABTNEBE S
278198 DIBB00D s Do¥roBd Bodd otdd I Kb, e
DIEBNOK BT G300§AAI DB H59y.

SIS e $Ay:

SAEE TS, IS @R IAJ) B IIBFADIH))E
8o D8 33y SAD )k oo IRy, 8D A 7I 8AD
2080 e, 80 IABI0R ot dofoen
2oy ed3 APAS 3eSI0) 0f 05385, 2 §5 33,
DB WGAD @R EA0, D D0Se0 Loty ITOY
DI TEI0D, D 78 6d @eS , 8 3 Py IS
588 Joo ENoBBooAT @S, FenSotd HIES
@ 330, 0°HBy.

éﬂg e 8oh:

goedd)eS  TESEB  HIrSsrd 28380 §§
3D O SP)ED oD O By
D5 5707 Tr2e T Hed0, €5 Koy eabn $5 ed$os's
BT 500 @23 § § e80f @oerds. oS Fubew,
T eSraven § §erdofSy P GImow. T EEor %
BO00K0Ed  BAI doBRE TE Sor &@%G‘SU"
§ Ser8ofi @360KoB00. 38 FuEe5H80h & RS
5@ 280508008008, 7G5 08 T dofw,
PP, WeoDLd EHITesD §§ BowoSesesior
03 BOMLom T3 PIEEWS 5HO> DL,
B0%0800 Ss BEFHDY ) oFfo.

sho_cybercrimes@cyb.appolice.gov.in




< BERAB
© pﬂl_ll:gb

o

www.infosecawareness.in ¢

4 S

) &
% $
2, S

Arery RS

RYaT

@l DS 588 RINEN ) 085877y D A0A
WotTENG o388 3DV DRIy, ooy,
PG archay dDperd Idepmd IS
2e558),08 S e gY@ Dol @BrhE0s.
gé?ségpé S 008 3T 59, T8 @d&es
S0EDD, 855088 0L EAT/038, ©bdeS
BT 0AB0NET 2re0sy) g-o0,, Jodaren
Sodeoo RS béﬁ;ﬁ@boﬁé‘; @3BA DAoA. e @GSy
Borcerdd DS TrEorrdy 28 o @380,
AR oDy Gotod. @) 8 JSorod
AWRHTBYy  EOTL. wden  orARIRE dedre
D)potdd e o8BI ISrTod)
JEB0NeTS 65@%’0735&)6%26&.

332105 a—;})g 3"2;53‘3 ;630(39
@308 ol &Golsots

zssf’én cScSq?s"en

o ) B, Fotd/FETe oS, D Hoaben,
Z)O‘SJKDO, oo, gééﬁ S“gap DT Dokd Zﬁ?gif\é
DI TOR) DY TGS, FY 3B,

© 3oeod)eS @AE HDoBoSD wBIY SIS
SB)E S Do e 8> es5888° P, B
D3 od) R8RS &I 5B a8 B SE S,
olYel) TSI 2H2E5d & gBLow W8> DY
323 IXroroed) , D TPED BewnFHBy). D
IToenB STATOS N B Sokyes, )Irdoen,
833582 503 DoV BE Jen  @VOVBID
5&2@5"60 6 GoteR.

o DB 258 gMWS SSrordIn Dsoye)
30808 8ErG BIBTHDE @55 Fo GHS

K382,03505 0.

D FOBE B D SYBotkresr G0 Ho8EEWE B
03508 gdgordd.

D FHBE B BBIBOT 578y BT° Gocodt BN BBA
DI S 0fi 2828 Dod do¥oop §§ Jassod.
DB BOA QN IToLn §8 dBpe0s TS B
3cS0d  Bor o IS B2 wfsrby »
GIRTA0PoG.

A8 2e558) B RSP I ITERES
908°0:5) 208 od.

a8 25900 ey [yrdiod ad
DEITToDLOR))E N BOVHIOI v,
290N EB050G.

PG e BIE 2655808 2898 IBIASHIS
H808 KRG SoIEFEE). JoBEotd 5 D
B DS 8 NSSHEN SEDP DBy,

A28 2655000 2o DOTAHS KroH I
5000050 0 B $50652,0 WoASEIND Fodod.

DPRS D55 0A ey, TEEC LI $H FIrTT)
ABBBBY  BIE I D300P00TerIE  eSsee
EONTY 700, E8 T ogrgod IIRTN0STod.

N Eoe0 FEQ) Foll D03 808 roNE0d.
DEE 26550 0fi 2828 DOTCINSD HEIE D
FeSod, Jdodros 08 IS QE oD
DBTTEB0D BoBIE.

FaE 2530 off AT Dok DN IRFTBIND
Zﬁ?’@g&"’ 88 SoridoSnia doton RS R)é,géﬁzjoﬁ_
é@sé £30%0 3030508

D TS & IBFD IBrAD @ wrEEAADL DForr
?2)"2\/)%@\) O‘°:'\i)° éo)@oé’éoci.

DIDJE D IDGoH  Bood  Yrded  da
Doderod &ofod & INBIoH S ofi e %
B3O33 I0%00a.

D irdo IdTo dSSoeR ey & Py
BA880c. 98 7B A MHBBAIINY. 0 Ky
FeSod, e BX, DT ITOL,  HOSD
20080182 D) B3050%06" 370 JoBEeSod.
265500 28 B IcwEH Jded Py
R0080E.

2e550 ol Ry & D oMoy $080oD , o
rEo0om  @oAE6oDD ¥y o0 DY,
2 DBIBT Do 28T 30506 $oB50 DBy NIrdoeorr
@oN00DD Hp¥yen Gy b TP goder 285
B3500G.

22 CENTRE FOR DEVELOPMENT OF ADVANCED COMPUTING




Sl 2 o Mol =5 il il

wﬂuwwmwlﬁuﬁru‘ .
L L ey Sy ot 3G 1 1T
4 vu”u&ir v_aufcrz_u'i.»,b/én/; f%"

-o/}o/:

S 5 ke (63135 ) dinied D Madl S adayly

e UsPl
‘;ulaJuu/wa//L///:;z_L«.miﬂﬁl Cewgd o
- dulgd)uf}d/{,f» éb Is
= 66 AL e e e T st AL BLE LISl e S vt
U*éfffw T Lg@&%/gﬁfyf/‘tﬁbgﬂuﬁajﬂd/ IS b/:'u*gf..db;,«l.)‘”gf;u‘u?u*ffwf
i {/M,lea;u-gglaUU'L’/J’JDLL/»;U;Z:

. . d’m*’/uuw!u’(_)j_ o/}gf(;’tgfgjl/cc ~"‘i
Dy liils 92 -~ 'h’d'.'." 4 iy é}’:;}J/U’/&’/EJ/}%U’MLS/VD";J;‘LL?{U:JJ’VM

PM’ *uzé.:/dw"//lgtgu"uc—gﬁ%&e
. . "‘ . & ’ . &
5}/@‘3&)’6'4lauu“'rul//;b(ufu*at,dfu/(‘fw EENEIRE SRy N )

_Ac;uu»éé_/Jwgz./JeJlL{;&vﬁ“@’f/ﬁt

Ul J”d'/”tfuyd"-”’“’/”'v‘f‘iéﬁy‘;‘f/ _),,”,/l,._,éj, qu‘@}m,ugium;,gu’é RN

LIL A St Y JZ . e
G A Y Py At
: Al d VAl et e

: . /Lffw dywwm-amu B3y
JLTES . s (PR 15 FA s S Pl
UV'KL/JIL?VL)’”(}UJJ@‘ pog €Ol ;;::5 ./lyd/o D;W!fgdbd/w’f/’i‘id-/fw/'

pebts e ro st el Sl e S A e
s St s P

SAS K
U)M)Wlu)fiaﬂJJ/JwJV@.‘C@://?(&
UL g L S e B P (s
wL//ﬂ/uf’-‘..ug_bcgrf"wfwu"d/u"ibﬂ
K.CC’ W T e J%létﬁbulﬁmuu/uér"ﬁ
,Lv/ b2 bt Sy AL (L]

. Lr:’/ﬂf/u"u ﬂ)wd’}&@/dl_abﬁf/”;f
:Jt{gnuﬂwwf ;wfau,wgu%wzic}m-a

S Pl (53 3 030 dudiiced SIS s IS e Pee b LS s
028 Jlesiw! 1S pid g Elilaw i e n s ey e & S

sho_cybercrimes@cyb.appolice.gov.in




c‘(BERF’EWQ

PoLICs

g

&
=

www.infosecawareness.in

RO LA RNV A AU S

‘}ifféd}’did/ L/U)&lh@ufu*(_uffw 4’—(’(:)0‘0@)@‘?‘7%)!"’2:(51')

J/}’,J/Jul{{,u!)u@)d’-adrf' ‘u/u/u/ul/u, /'U}”vf)d/ur‘»/(u’yVb'/d%‘)wb.ﬂj}wd// °
_/,d,uqm,!.,aufwd‘_,w.,@wf.ﬁﬁjw u"u"l/d’/L“J})JWIUQU'J/_JJLLQU’A}LL

Seeellon SFE B e S 6 B, 4L bt S E sl
o S8 A LﬁﬁJJbu:L/g’oJ LA Y Lésu@,ﬁf;ﬁLu&4¢gvﬁ;er .
d4u15/J615!JQJJ/M)WIiéz_/’;,{.o/{) ) . uz:iwﬁ“@ﬂdﬁﬁﬁ?:é—uﬁd’f)[
...@o;_u}%L&W«U:Wo},}ju’cﬁ‘ﬁcéabgt/ulﬂ/;!‘a uf"w&bﬁcfgi/%vvéﬁ;&jffuf/ﬁ o
L ds S P dnisFS Nl s el SUs e

mét'”t’f:’(""t””"— uf.'J:/"-’/u’/bﬂ/fué/uﬂvb.{,;_f(/:é«jfrg/v:% .
d/é):’/cawblﬁélfcuﬂfc«fzuf"c;_):)}fd/é/
A e et i e

BIE- - S SO ARy, < YN P

d/})dﬂ)b’ﬂ)cgﬂ/@)’/f’JJ;J:/VJ/AV/J?‘ °

B d y ghieiis g it PRI fum&,uwv.ﬁ@w&rfiwfut/ .

J //vu’/du’/u'/b,ui ﬁ._a/r”w L«..ﬁ/u..«/iu’;’:c_u/
LUL/UM/M(}U?/;C:.CH/;’/J’W/Lui :
a2 KU}/’
et FY KW By L,»uLwﬂu”u/u,a_/.m/@/v/m;w/ T e
- - »’/ h,@)w//}bu'n’bw’/d/ UM’UD)U' W Z//la/

B N I RN AW SR N T Y ST RO e e T T

Sy S s G e eI AR LSS e TN Y Ly e N
s F A FE et 1 VT LTt e LS
=l LL/,.J’ (AR dh)”‘ifc;w{b;w/!f/a u’g(/-ﬁ/ﬂb"ajﬁq&w{&/{/JQ’S/’?KA’JL};%’ o
SE u,/é Tos 2o bt 17 g2 Sl e o ST

i/“deLuLJ"d/Vb}JM!uM}’Lu'/Q’/ J(w/d/luuuy)._ﬁwgf/mf Vuﬁ//}ww}” °
wé/dw&_/ﬁm’b,/&v 'fm/m Ut /LfJLrw’VLU/u’/fJ/JC}J’/)’JJ/{/"

g praond o 'U"JV'é’d&JW/fU"U’ LTI S mrrss B 3T s S s sr
AAISIE Pt 5T e S ST, N Sl S
W/&;t‘ﬁfvfuuz%){u’"vul%lulpl,lblifu"ul/r' C —LL’/.MML?.’J(J'VTI
gEJE ’ '

G T ),,uf:(f(:wiubb.utw//c;|wu’w’ui °
/ (yw/iLL/ﬂfuﬂ)’ U’ULU,&/L/L)AJL

A TS VL RN s S s
zﬁ/uJLJ/L)u/uLu*w/a_;u_;uumg
S laé%u*u/:_’u'ft“(au/Savebfguliu’J/

24 CENTRE FOR DEVELOPMENT OF ADVANCED COMPUTING



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6

